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Abstract
Authorization systems for AI agents increasingly pro-
pose gating actions on model confidence: allow a tool
call when the model is confident, and escalate to a hu-
man, downgrade scope, or deny when it is not. This
design rests on a single untested premise—that low
confidence predicts wrong or unsafe actions. If the
premise is false, a confidence gate stops a random
subset of actions and gives operators a false sense of
safety. We make three contributions. First, we de-
scribe the confidence gate implemented in Lelu, an
open-source authorization engine, including logprob-
based score extraction and an isotonic-regression cal-
ibrator. Second, we define a reproducible benchmark
that scores the premise directly with the area under
the ROC curve (AUROC) of confidence → correct-
ness. Third, we report evidence on 321,105 real an-
swers from 15 chat models across five multiple-choice
benchmarks, drawn from published model outputs:
overall AUROC is 0.709 and reaches 0.83 on the
strongest models (GPT-4o), clearing a “strong sig-
nal” threshold precisely on the capable models such
a gate would target. We are explicit about what
this does and does not establish—it is multiple-choice
question answering, not agent tool-calls, and correct-
ness is a proxy for safety—and we release the code
and an agent-action benchmark scaffold (BFCL, τ -
bench) as the next milestone.

1 Introduction
Traditional authorization tools—policy engines such
as OPA and Casbin, or cloud services such as
AWS Verified Permissions—answer who may do what.
They block unauthorized access, but they cannot
detect when a legitimately authorized agent is be-
ing manipulated (through prompt injection, an out-
of-distribution request, or a low-confidence decision)

into taking a dangerous action. As LLM agents are
given real tools—issuing refunds, deleting records,
sending messages—this gap becomes a security prob-
lem.

A natural proposal is to gate each action on
the model’s own confidence. Lelu implements ex-
actly this: a per-action confidence score is compared
against thresholds that map to four outcomes—full
permission, human review, a downgrade to read-only
scope, or a hard deny. The appeal is that confidence
is a model-agnostic, always-available signal.

The entire design, however, depends on one sen-
tence being true:

When the model is less confident, the action
is more likely to be wrong or unsafe.

If that sentence holds, watching confidence is a prin-
cipled way to catch bad actions. If it does not—if
confident actions are just as likely to be wrong as un-
sure ones—then a low-confidence gate blocks a ran-
dom subset of actions, stopping some real mistakes
while waving confident mistakes through, and offer-
ing operators unwarranted assurance. A confidence
gate you cannot measure is theater. Our aim is to
measure it.

We treat the premise as an empirical claim and
score it with a single number, the AUROC of confi-
dence against correctness (Section 4). Because run-
ning live agents at scale is expensive, we first obtain a
lower-bound estimate from a large corpus of published
model outputs on multiple-choice question answering
(Section 5), then release a scaffold for the harder,
agent-action version of the same measurement.
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2 Background and Related
Work

Agent authorization and guardrails. Policy en-
gines (OPA, Casbin) and permission services (AWS
Verified Permissions) enforce access control but are
confidence-agnostic. Guardrail and safety layers
add content filters and human-in-the-loop review.
Confidence-based gating is complementary: it targets
the case where an authorized action is nonetheless
untrustworthy.

Confidence and calibration. Softmax probabil-
ities are a cheap confidence signal but are known
to be miscalibrated in modern networks [1]. Post-
hoc methods recover calibration: temperature scal-
ing [1] and isotonic regression [2]. Crucially, calibra-
tion (whether a reported 0.8 means 80%) is distinct
from ranking (whether more confident actions are
more often correct); gating needs the latter, which
can hold even when the former fails [3].

Stronger confidence signals. Beyond single-pass
logprobs, self-consistency across samples [4] and
semantic-entropy scoring [5, 6] provide stronger, if
costlier, uncertainty estimates. Conformal predic-
tion [7] offers distribution-free guarantees and is a
natural research direction for turning a heuristic score
into a bound.

Agent benchmarks. The Berkeley Function-
Calling Leaderboard (BFCL) [8] provides per-
example gold tool calls, enabling deterministic per-
action labels; τ -bench [9] and TheAgentCompany [10]
provide realistic multi-turn tasks. These are the set-
tings our agent-action benchmark targets.

3 The Confidence Gate
Lelu’s gate has three stages, mirrored by the released
implementation.

Score extraction. For providers that expose
token-level signals, a raw score s ∈ [0, 1] is derived
from token logprobs or probabilities (or, for local
models, normalized entropy). When a model exposes
no such signal (for example, some hosted Claude end-
points), the system declines to fabricate one and de-
fers to an explicit missing-signal policy rather than
inventing a number.

Model output
(logprobs)

Extract
s

Calibrate
g(s)

Gate allow / human
read-only / deny

Figure 1: The confidence gate: a raw score s is ex-
tracted from model output, calibrated to g(s), and
compared against policy thresholds to select an au-
thorization outcome.

Calibration. An isotonic-regression calibrator [2]
maps raw scores to calibrated threat probabilities us-
ing the pool-adjacent-violators algorithm, fitted on-
line from human-review outcomes, with a feedback-
tuned decision threshold. Isotonic regression is non-
parametric and enforces monotonicity (higher raw
score → higher calibrated probability), which is what
a gate requires.

Gating. A calibrated score c is compared to policy
thresholds, yielding one of four outcomes:

outcome(c) =


full permission c ≥ 0.90
human review 0.70 ≤ c < 0.90
read-only 0.50 ≤ c < 0.70
hard deny c < 0.50

Thresholds are overridable per policy. Figure 1 shows
the flow.

4 Validation Benchmark
The benchmark answers one question: does confi-
dence separate correct actions from wrong ones? It
reduces to two columns—a confidence value and a bi-
nary correctness label per action—and a single score
over them.

Metric. Let ci be the confidence of action i and
yi ∈ {0, 1} its correctness (1 = correct). The AUROC
of confidence predicting correctness is the probabil-
ity that a randomly chosen correct action has higher
confidence than a randomly chosen wrong one,

AUROC = Pr
(
ci > cj | yi = 1, yj = 0

)
, (1)

estimated with the rank (Mann–Whitney) statis-
tic. We interpret it against a fixed rubric: ≥ 0.75
strong (build it); 0.65–0.75 promising; 0.55–0.65
weak; ≈0.50 no signal. We also report the confident-
wrong rate—the fraction of wrong actions above the
gate threshold—as an explicit measure of the blind
spot.
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Confidence signals. Three measures are sup-
ported: (i) mean token probability from logprobs
(cheapest, one call); (ii) self-consistency, the frac-
tion of n samples agreeing on the modal action [4];
and (iii) verbalized confidence, used only as a weak
baseline. We expect self-consistency to dominate log-
probs.

Labeling. Per-action labels require a gold action.
We therefore begin with BFCL [8], where wrong =
(predicted call ̸= gold call) is deterministic, and
graduate to τ -bench [9] for realistic unsafe-action
cases. Task-level success labels are too coarse for an
action gate and are avoided.

Evidence-layer proxy. Running many models live
is costly, so we first estimate a lower bound on the
premise from published model outputs on multiple-
choice question answering (Section 5). Here confi-
dence is the maximum softmax probability and yi is
answer correctness. This is the cheapest signal on the
tidiest setting, so it under-estimates what stronger
signals on curated actions would yield.

5 Results
We reuse the released per-question outputs of Plaut
et al. [3]: 321,105 answers from 15 chat models across
ARC, HellaSwag, MMLU, TruthfulQA, and Wino-
Grande. For each answer we take confidence = max
softmax probability and whether it was correct, and
compute AUROC. No model inference or API key is
required; the computation is a rank statistic over the
published files.

The pooled AUROC is 0.709 (accuracy 0.614). Ta-
ble 1 gives the per-model breakdown and Table 2 the
per-task breakdown. Three findings stand out.

The premise survives contact with real data.
Confidence predicts correctness above chance for ev-
ery model and task, and on the strongest models
(GPT-4o 0.830, Llama3.1-70b 0.821) it clears the
“strong signal” bar—using only the cheapest confi-
dence measure.

The signal is conditional. Weak models (Mixtral
0.569, Mistral 0.590) and one hard task (WinoGrande
0.601) fall toward “weak.” A confidence gate should
therefore target capable models and report its relia-
bility per model rather than assume it holds univer-
sally.

Table 1: AUROC of confidence → correctness, per
model (n = 21,407 each). Confidence is the maxi-
mum softmax probability.

Model Accuracy AUROC

GPT-4o 0.860 0.830
Llama3.1-70b 0.802 0.821
Llama3-70b 0.781 0.793
GPT-3.5-turbo 0.675 0.756
Llama3.1-8b 0.612 0.716
Yi-34b 0.688 0.710
Llama3-8b 0.609 0.707
Yi-6b 0.500 0.652
Falcon-40b 0.415 0.640
Solar 0.685 0.627
Llama2-70b 0.592 0.615
Falcon-7b 0.325 0.613
Mistral 0.552 0.590
Llama2-7b 0.436 0.574
Mixtral 0.680 0.569

Table 2: AUROC by task (pooled over all 15 models).
Task Accuracy AUROC

ARC 0.730 0.800
HellaSwag 0.612 0.738
TruthfulQA 0.524 0.731
MMLU 0.579 0.729
WinoGrande 0.614 0.601

Stronger models rank better. The most capa-
ble, most heavily aligned models had the best AU-
ROC. While alignment is known to hurt absolute
calibration, the ranking that a gate depends on is
preserved on strong models—a point in favor of the
design.

6 Discussion: What This Does
and Does Not Prove

We are deliberate about the limits, because honest
failure reporting is the point.

1. Cheapest signal. Maximum softmax is the
weak baseline; the literature and our design ex-
pect self-consistency and semantic entropy [4, 6]
to exceed it. The reported 0.71–0.83 is thus
closer to a floor than a ceiling.

2. Q&A, not tool-calls. Confidence over four
clean options is tidier than confidence over gener-
ated tool arguments. This is an optimistic proxy
for the agent setting, not a measurement of it.
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3. Correctness is not safety. Lelu gates unsafe
actions; correctness is a related but distinct tar-
get.

Limits (2) and (3) are exactly what the released
agent-action benchmark addresses. It ships a
runnable demonstration (synthetic “signal” versus
“noise” worlds) and a scaffold requiring only a dataset
loader and a model sampler to produce a real AUROC
on BFCL or τ -bench.

7 Roadmap
The evidence licenses continued work in a specific
shape. Available now: logprob-based extraction,
four-outcome gating, isotonic calibration with a feed-
back loop, and human-in-the-loop review. Next: tem-
perature scaling on held-out data so reported confi-
dence is numerically calibrated; self-consistency and
semantic-entropy signals for high-stakes actions. Re-
search track: conformal guarantees [7] that emit cali-
brated reliable sets rather than point scores, and cal-
ibration in low-resource languages and underrepre-
sented domains, where confidence is least reliable and
existing guardrail platforms are silent.

8 Conclusion
Confidence-gated authorization is only as good as the
premise that low confidence predicts bad actions. We
measured that premise on 321,105 real answers and
found it holds—strongly on capable models (AUROC
up to 0.83), conditionally elsewhere—using the weak-
est available signal. This is genuine, independent sup-
port for building the rigorous version of a confidence
gate, while the agent-action benchmark remains the
decisive next measurement. The value of publishing
the number, the per-model variation, and the blind
spots is precisely that it turns a claim into something
an operator can trust.

Reproducibility
The benchmark code, the exact per-model and per-
task results, and the agent-action scaffold are re-
leased in the project repository under benchmark/.
The evidence-layer result is reproduced with python
benchmark/confidence_auroc.py, which uses only
numpy (AUROC via the rank formula) and the pub-
lished dataset of [3].
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